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THEORETICAL FOUNDATIONS AND CRITICAL ANALYSIS OF LECTURE-BASED
TEACHING METHODS IN THE CONTEXT OF CYBERCOMMUNICATIVE
ADDICTION PREVENTION

Abstract. The article presents the results of a methodological study focused on systematizing
lecture-based and practical teaching methods for the prevention of cyber-communication addiction
among students of higher education institutions. Our research methodology is based on a systematic
analysis and overview of classic educational theories (such as constructivism, social learning theory,
and self-determination theory), a critical review of recent research on digital addiction (2010-2025),
as well as the design of an integrated theoretical model. A justification is provided for the
effectiveness of traditional lectures in behavioral change; suitable lecture formats (problem-based,
visualized, dialogic, and expert-led) identified and structured; required practical methods (case
studies, role-playing, self-regulation training, and project-based tasks) are identified; an integrated
pedagogical model for the prevention of cyber-communication dependence (IPM-CCDP), including
cognitive, behavioral, reflective, and project-based components, is designed based on this review. In
the context of the digital transformation of education, the problem of cyber-communication addiction
requires a comprehensive pedagogical approach that combines traditional teaching formats with
interactive, practice-oriented methods. This study shows effective cybercommunication addiction
prevention requires transformation of the student's role from a passive recipient of information to an
active participant responsible for their own digital well-being. The novelty of the study is the
systematic integration of pedagogical methods and their theoretical foundations by combining
classical pedagogical theories with Griffiths’s additive model of addiction.

Keywords: cybercommunicative addiction, prevention, teaching methods, lecture formats,
digital hygiene, self-regulation, integrated pedagogical model.

Introduction

Digitization of all spheres of life has made information and communication more accessible
than ever before. Along with the obvious advantages, however, digital technologies have given rise
to new forms of addictive behavior, among which cyber-communication addiction plays a special
role — a persistent need for constant online presence and interaction that affects a person's daily life
[1; 2]. This problem is particularly important among higher education students, whose reliance on
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digital tools for both academic and personal purposes creates a risk that their academic dependence
may develop into behavioral addiction.

A meta-analysis of studies shows that the prevalence of internet addiction among students in
different countries ranges from 6% to 30%, based on the diagnostic criteria and cultural context used.
Based on data from Kariev et al., 81.79% of students in Kazakhstan demonstrate signs indicating that
they are at risk or are already addicted [3]. These circumstances represent a significant challenge for
the higher education system, which requires not only imparting knowledge but also teaching students
the competencies to engage effectively with the virtual community. Despite the fact that traditional
lectures remain at the core of teaching in higher education institutions, the effectiveness of this
approach in addressing behavioral change is limited. Consequently, as noted by Biggs [4] and
Ramsden [5], lectures are efficient ways to transfer information but inefficient for skill development
and behavioral change. Therefore, there is a need to re-evaluate lecture-based methods and integrate
them with active, interactive, and practice-oriented forms of instruction.

There are three main factors that make this research so important:

1) cybercommunication addiction is widespread among college students;

2) methods for preventing it in higher education haven’t been fully developed;

3) education needs to include methods designed for the digital generation.

The purpose of this article is to present a theoretically grounded analysis of lecture-based and
practical teaching methods aimed at preventing cyber-communication addiction and to offer an
integrated model of pedagogical intervention based on a combination of classical pedagogical
theories and modern research on digital addiction.

Research Objectives: 1. To classify the fundamental theories of cyber-communication addiction
in the context of higher education. 2. To critically analyze current teaching methods-both theoretical
and practical-as they may be applied to addiction prevention. 3. To design an integrated pedagogical
model for the prevention of cyber-communication addiction (IPM-CCDP). 4. To identify directions
for further research.

Our research hypothesis assumes that the integrated use of problem-oriented, visual, and
dialogic lecture formats, combined with practical methods (case studies, role-playing, self-regulation
training, and project-based tasks), will create an effective system for preventing cyber-
communication addiction. These methods, combining classical pedagogical theories with a modern
component model of addiction, are expected to transform the student’s role from that of a passive
recipient of information into that of an active agent responsible for their own digital well-being.

This study's novelty does not lie in the methods themselves (problem-based learning, case
studies, role-playing games, and similar approaches well-known in education) as much as in their
systematic application to address the specific challenge of preventing cyber-communication addiction
as part of a theoretical framework that combines traditional pedagogical theories (constructivist
learning theory [6; 7]; Bandura’s social learning theory [8]; Deci and Ryan’s self-determination
theory [9]) and Griffiths’s component model of addiction.

Research methods and materials

This study is presented in the form of a theoretical-methodological (conceptual) article. As this
study is not empirical, there was no need to collect primary data, form a sample, or apply statistical
methods. The research design includes three main stages: (1) a systematic analysis and synthesis of
classical pedagogical theories relevant to the prevention of addictive behavior; (2) a critical review
of contemporary research on digital addiction and educational interventions; (3) the development of
an integrated theoretical model based on the synthesis of the results of the first two stages.

This study is grounded in four classical theories:

First, the constructivist theory of learning (Piaget; Vygotsky). Based on this theory, students
actively construct their knowledge through interaction with their social and physical environments.
From the perspective of preventing cyber-addiction, this means that students must not merely absorb
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information about the dangers of addiction; they must actively reflect on it, connect it to their own
experiences, and develop individual strategies to promote healthy cyber habits.

Second is Bandura's social learning theory. Observing, modeling, and self-efficacy are the key
ideas in this theory. Based on Bandura's work, people learn new kinds of behavior by observing and
following others. Healthy digital behavior models demonstrated by teachers, experts, and peer groups
play an important role in the context of prevention.

Third is the self-determination theory by Deci and Ryan. This theory states that the three basic
psychological necessities of autonomy, competence, and belonging are essential for intrinsic
motivation and lasting behavioral change. From a prevention perspective, this means that educational
activities have to support students' autonomy, build their competence, and help them feel a part of the
community.

The fourth theory is Griffiths’ component model of addiction. According to this model,
addiction is characterized by six key components: salience (dominance in consciousness), mood
modification, tolerance, withdrawal, conflict, and recidivism. Understanding these components
makes it possible to develop preventive interventions.

As this work is a theoretical and methodological article, no primary empirical data were
collected. The following methods were, however, used as a basis for the proposed model:

1.Theoretical analysis—a study of traditional and modern pedagogical and psychological
theories and concepts of digital addiction.

2.Synthesis—combining theories from different academic fields to design a model for
prevention.

3.Model development—designing a structurally-functional model of IPM-CCDP that reflects
the interactions between theoretical foundations, components, and expected outcomes.

4.Comparative analysis — comparing the suggested model and existing approaches to the
prevention of internet addiction.

Results and discussion

Cyber-Communication Addiction as an Educational Problem

Cyber-communication addiction is defined as a form of behavioral addiction characterized by
a loss of control over the use of digital communication technologies, increased tolerance, withdrawal
symptoms, intrapersonal and interpersonal conflicts, as well as relapses [10].

From an educational perspective, cyber-communication addiction represents a complex
interdisciplinary problem requiring not only psychological but also educational intervention. The
pedagogical approach focuses on primary prevention—the formation of knowledge, skills, and
attitudes in students that prevent the development of addictive patterns [11; 12].

Authors Kerimbaeva, Kerimbekov, and Sapargalieva consider the development of a network
communication culture among teachers to be a key competency for the prevention of cyber-
communication addiction. The authors consider the formation of a teacher's network communication
culture as a key competence for the prevention of cyber communicative addiction through education.
The authors emphasize that the development of this culture includes not only technical skills but also
psychological, emotional, and ethical aspects of communication in the digital environment, which is
the theoretical foundation for the development of pedagogical prevention methods. The authors also
note that the formation of a network communication culture for future teachers, including norms of
network etiquette, skills of reflection, and conscious interaction in the digital environment, forms the
basis for pedagogical prevention of destructive online habits [13, p. 288].

Lecture methods are focused on developing students' critical understanding of the mechanisms
of cybercommunicative addiction, understanding its cognitive and behavioural consequences, and
encouraging them to reflect on their own cybercommunicative practices. Kerimbaeva et al. point out
that active teaching methods, such as training, case studies, and situation modeling, allow students to
practice healthy digital interaction skills in practice, which forms the logical structure of the research
for preventive lecture courses [14, p. 197].
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Cognitive and Behavioral Mechanisms of Addiction

The synthesis of neurobiological and cognitive-behavioral research [15] suggests three levels
of addiction mechanisms: (1) a key role of the dopamine reward system at the neurobiological level;
(2) the phenomenon of “attention bias” and metacognitive control impairment at the cognitive level;
and (3) the mechanisms, at the behavioral level, that form stable patterns of addictive behavior. These
mechanisms are critical for educational design, as they allow for the focused development of
compensatory self-regulation skills.

Lecture-based prevention methods

There are a few different lecture formats that have been suggested, as opposed to the
traditional informational lecture, which is effective for conveying knowledge but not for changing
behavior.

Problem-based lecture is based on the principles of problem-based learning by Dewey [16] and
Barrows [17]. Compared to the traditional model of information transfer, this method places learning
within the context of solving a real or realistic problem, which stimulates cognitive conflict and
initiates active problem-solving processes. The effectiveness of the problem-based approach is
confirmed by a meta-analysis by Strobel and van Barneveld, which showed that students who learned
using PBL demonstrate better results in the development of problem-solving skills and self-regulated
learning [18].

Problem lecture — Problem-based lectures deviate from the traditional model of information
delivery by placing learning in the context of provocative, controversial, or complex issues. The use
of this approach stimulates cognitive dissonance, initiating the processes of reflection and research,
which contribute to deeper learning of the material. As an illustration, the beginning of the lecture
with the question: "What are the causes of difficulties with concentration among modern students,
despite their unlimited access to information resources?", encourages students to rethink their own
experiences and formed ideas. In the context of studying Internet addiction, problem-based learning
promotes students' understanding of fundamental mechanisms such as attention bias and reward-
based reinforcement that support maladaptive digital behavior.

Then the concept of the ‘attention economy’ is introduced, in which social networks are
presented not as neutral platforms, but as aggressive competitors for our most valuable resource. This
is a story about the culmination of collaborative research, as happens in neurobiology. The research
that helps with this belongs to analyze active learning in the context of computer learning, drawing a
parallel with human cognition: identifying and eliminating uncertainty is the key to deep
understanding. In our case, this includes demonstrating how reinforcement mechanisms work. Means
(dopamine traps) and attentive bias are deliberately created by digital products, making us “constantly
distracted” rather than “informed”.

The following starting points for such a discussion may be equally effective: ‘Is it a myth that
digital multitasking comes at a high cost?’ ‘Can ‘likes’ and ‘followers’ be considered a new currency
that pays for self-esteem?’” When prioritizing problem solving over problem identification, teachers
activate the process of critical thinking, without which it is impossible to achieve real, rather than
formal, changes in behaviour.

Visualized lectures are based on Paivio’s dual-coding theory [19] and Mayer’s cognitive theory
of multimedia learning [20]. According to these theories, information presented simultaneously in
verbal and visual forms is processed through two relatively independently functioning cognitive
channels, which contributes to a deeper understanding and better retention of the material. How to
use it: to demonstrate the dynamic “habit chain” diagram (trigger — action — reward — investment),
that shows the cycle of how addiction develops and works as a tool for students to reflect on their
behavior.

Lecture-visualization — Visualization-based lectures are not merely effective but are also
supported by more extensive pedagogical research in the field of active learning. As Prince notes in
his comprehensive review, educational approaches that engage students in active learning, including
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problem-based learning, collaborative tasks, and use of visual conceptual models, result in more in-
depth understanding and learning compared to passive lecture formats. Visually representing
concepts such as “dopamine loops” or “habit cycles” helps make abstract ideas into specific,
actionable examples, making them easier to understand and think about.

In the context of cyber-communication addiction, a carefully designed visualization of the
digital habit cycle (e.g., triggers — behavior — consequences — reinforcement) can serve as a
powerful pedagogical tool. When students see and analyze such a model, their understanding of the
dynamics of addiction is not merely explained to them; they actively develop an understanding of
how digital platforms attract attention. As mentioned by Prince, active learning motivates students to
move from passive observation to understanding and application. In this way, the visualization
becomes a tool for critical thinking, which allows students to identify the digital addiction process
and take the first step toward self-regulation [21].

Dialogic lectures, which include topics for discussions and reflection, allow for active
engagement rather than a one-sided monologue. Per Vygotsky, learning takes place in a context of
active social interaction, in which students learn to apply new ways of understanding through the
support of the instructor and the group. The question “Have you seen these traits in yourself?” helps
students shift from passive learning to collaborative understanding, helping them to reflect on their
own experiences, breaking down negative perceptions of internet addiction, and developing critical
digital literacy.

A lecture with a guest expert, from the perspective of Bandura’s social learning theory, provides
a model of competent behavior. The expert serves as an authoritative model, demonstrating
professional attitudes and problem-solving methods.

From the perspective of Bandura’s social learning theory, a guest expert lecture represents a
model of competency. It is a demonstration of exemplary behavior, showcasing professional
approaches and methods for solving problems

The inclusion of guest experts - practicing psychologists, neuroscientists, digital ethics
specialists, or individuals who have successfully undergone rehabilitation—adds an extremely
valuable aspect of real-world relevance and practical significance to the learning process. Sessions
like these effectively bridge the gap between the course’s theoretical concepts and real-life
experiences, presenting students not only with scientifically grounded approaches but also with
inspiring stories that appeal to their hearts.

Lectures with guest experts - involving practitioners in psychology, behavioral neuroscience,
or digital ethics or those who have successfully completed rehabilitation - are beneficial. According
to Bandura's social learning theory [8], experts serve as influential models of behavioral competence.
Based on Knowles's approach to adult education [22], the expert’s personal and professional
experience is considered a key learning resource for adult learners. The interaction with a “more
knowledgeable other” creates a unique social context for development and provides students with a
sense of belonging to a professional community and an opportunity to enhance their competence [9].
The adapted lecture methods of cybercommunication addiction prevention are presented in the
following Table 1.

Table 1 — Adapted lecture methods of cybercommunication addiction prevention

Method Theoretical Basis Preventive Mechanism
1 2 3
Problematic lecture Problem-based learning Cognitive conflict stimulation,
(Dewey, Barrows) reflection on personal experiences
Lecture - visualization Dual coding (Paivio), Visual models to show how
multimedia learning (Meyer) addiction works

126


https://journals.ayu.edu.kz/index.php/yjes

ISSN-p 3107-3115

Yassawi Journal of Education Studies, Ne2 (140), 2026 ISSN-e 3107-3123

Continuation of Table 1

1 2 3
Lecture with elements of Sociocultural theory Personal experiences, building trust,
discussion (“Dialogue (Vygotsky) and critical thinking
Lecture™)
“Guest Lecture” or “Lecture Social learning (Bandura), Competent behavior, honesty, and
with Experts” (online or adult education (Nouls) trust
offline)

2. Methods for practical classes (active and interactive): Practical methods focus on translating
theoretical knowledge into practical behavior and forming sustainable habits of self-regulation. The
practical methods used in this study include the following specific types of activities: case analysis
and development, role-playing, self-regulation training, and project-based activities. We evaluated
the effectiveness of these methods through surveys, observation, self-assessment diaries, and screen
time logs. These practical methods have the goal of changing theoretical understanding into
sustainable skills and behavioral strategies. Here are some specific methods, how they work, and how
they are thought to make a difference.

The case study method (analyzing real-life situations) is based on the principles of contextual
learning. Participants analyze real or simulated situations, identify symptoms of addiction and
possible causes, and suggest action plans. A study by Tislutait et al. confirms that case analysis is
more effective as a tool for developing clinical reasoning than traditional lectures [23]. At the
advanced level, students create their own anonymously presented cases based on personal or observed
experiences, contributing to the ongoing process of breaking down the issues associated with
addiction and creating a supportive community.

The role-playing activities are based on the empirical learning model (Kolb, 1984), according
to which the most effective learning occurs through direct experience and reflection. Emotionally
charged situations are simulated in the safe environment of role-playing (e.g., refusing a friend who
is on the phone all the time or helping an “addicted” peer) in order to practice communication skills
without real-world risks.

Self-regulation training is based on Zimmerman’s model of self-regulated learning [24], which
consists of three stages: pre-planning, performance, and self-reflection. A typical exercise-“digital
detox”-involves voluntarily limiting the use of digital devices for a specific period of time, followed
by an opportunity to reflect on cognitive and emotional reactions. Screen time journals develop self-
awareness-the ability to observe and evaluate one’s own thought processes and behavioral patterns.

Project-based methods are supported by constructivism and active learning [25]. They develop
informational campaigns, create educational materials (booklets, videos, and social media posts), or
implement a personal “Digital Detox” project - an individual action plan to reduce digital
consumption by replacing it with offline activities. Such an approach changes students from passive
recipients of information into active agents of improvement, contributing not only to the learning
process but also to the creation of socially impactful tools that help reduce addiction within the
academic community.

Analysis of Case Studies - Case studies involve examining real or simulated situations, such as
a student spending 6-8 hours a day playing online games, to the detriment of their studies and
relationships. Students are encouraged to identify symptoms, identify possible causes, and propose
recovery plans. Analyze real situations, students contextualize abstract theories, diagnostic
understanding, and intervention strategies. The iterative case analysis process develops both empathy
and a critical distance that allows students to understand the ubiquity and complexity of
cybercommunicative addiction in their own environments. Essentially, students engage with a
specific narrative, whether real or fictional, yet highly realistic. This narrative should demonstrate
how the Internet can present challenges for individuals. For example, there was a student, A., who
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spent 6-8 hours a day playing online games, as a result of which he left school and fell out with his
family. The task is to analyse this case in detail: to identify all the characteristics of addiction, both
those that are observed by doctors and those that are expressed in behaviour.

Creation of own cases - Encourage students to anonymously create their own case studies,
based on personal or collective experiences, and engage in personal engagement. An additional, more
in-depth stage in understanding the topic is the transition from analyzing prepared materials to
creating their own case studies. During this task, participants in small groups confidentially describe
problematic situations involving the use of digital technologies that they observed or experienced as
participants in their personal environment. Sharing them and then analyzing these anonymous stories
as a group can really change how people see things. Thus, creating your own cases turns the learning
environment into a laboratory for building collective knowledge and mutual support, where
theoretical principles are tested and understood through the prism of the most valuable resource - the
personal experience of its participants.

Game techniques and training - To grasp how awareness of the cybercommunicative addiction
problem leads to concrete behavioral changes, methods are needed that allow not only to understand,
but also to experience, process, and identify with new behavioral patterns. Game methods and
trainings provide a safe space for this type of experiential learning, where personal experience and
reflection come to the fore.

Brainstorming involves sessions during which a wide range of ideas-such as options for digital
leisure - are generated without prior evaluation or selection. It is consistent and aligned in its approach
to active learning strategies that encourage diversity, where the selection of diverse and effective
examples helps enhance both the learning process itself and its practical application. Brainstorming,
a technique that stimulates students to think broadly and creatively, contributes to the development
of a range of realistic and appealing alternatives to offline activities, fostering a healthy attitude
toward the use of digital technologies.

The goal of brainstorming sessions is to generate a wide range of ideas without prior selection
or filtering. In the context of preventing cyberbullying, a common solution is to seek alternative forms
of leisure that can compete with digital entertainment in terms of activity and enjoyment.
Brainstorming encourages students to think broadly, proposing the widest possible variety of ideas-
ranging from sports and creative hobbies to volunteering and community service. The next stage of
critical evaluation and refinement leads to implementation, during which the most feasible and
personally appealing options from this set are selected and described in detail. Through this process,
participants develop a comprehensive and personalized set of activities, increasing their positive focus
on digital well-being rather than on a restriction-based system.

Role-playing game - A role-playing game is an environment for non-violent communication,
setting boundaries, and experimenting. provide does empaths. Just as simulated experiments
accelerate learning in resource-limited settings, role-playing allows students to practice and refine
behavioral strategies before applying them in real-world situations. Role-playing involves simulating
complex, emotionally intense situations related to digital habits. The effectiveness of the approach
can be viewed through the lens of analogies to active learning in artificial intelligence. Simulation
experiments show that they can accelerate the learning of models in the presence of limited real-world
data. A similar role-playing game acts as a “social interaction simulator”’, where students can test and
improve behavioral strategies without fear of negative consequences that they may encounter in real
life. This approach not only develops communicative competence but also allows for a deeper
understanding of the motivations and experiences of all participants in a problem situation.

Self-Regulation Training involves teaching behavioral self-regulation skills through repeated,
controlled exercises, such as a one-hour digital detox followed by an analysis of the participant's
concentration and effectiveness. It is based on repetitive learning with feedback, which is fundamental
to the learning processes of both humankind and computer systems. As conditions are systematically
varied and results analyzed, learners develop metacognitive awareness and adaptive self-control-key
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components of cybercommunication addiction resilience.

“Digital Detox” or Tech Time-Out (limited gadget use) involves a student keeping notes on
their gadget usage each week: how they used them, the time spent, and the effectiveness of each
activity. These habits are analyzed at the end of the period to identify opportunities for improvement.
In order to ensure an objective assessment, students are asked to keep video-viewing and self-
reflection journals, writing down their thoughts and feelings. The approach resembles evidence-based
active learning methods, such as systematic data collection and analysis of device usage to help
develop specific strategies. Through controlled self-monitoring, students master the principles of
digital hygiene and become actively engaged in their own well-being. “Digital Detox” project is a
customized monthly plan for participants to delete unnecessary apps, time-limit their use, and replace
screen time activities with offline, meaningful activities. While participating in the project,
participants keep screen time logs and self-assessment journals where they record their successes,
challenges, and ideas.

The principle of project-based learning-for example, through workshops, projects, and case
studies - enables the development of digital well-being skills and their application in public life. As
a result, students go from being passive listeners to active participants in the process, contributing to
change and applying their knowledge in daily life and community activities. With this approach, the
results achieved become much more meaningful.

Information products creation-such as promotional materials, social media posts, brochures, or
educational videos as part of project assignments-actively engages students in the process of bringing
about positive change in their schools. Students not only strengthen their knowledge by applying it
in practice but also contribute to the development of digital literacy and community resiliency. Fully-
fledged educational products are developed as part of this method, aimed at preventing cyber-
communication addiction in students’ educational setting.

Project “Digital Detox” refers to a comprehensive monthly plan designed to assist participants
in removing unnecessary apps, setting time limits on their use, and replacing them with meaningful
offline activities. Participants evaluate their progress and discuss their results after completing the
plan. The above-mentioned methods for practical prevention (active and interactive) are shown in
brief in table (Table 2).

Table Ne2 — Practical Prevention Methods

Type of method Specific techniques Conceptual basis Methodology for skill
development
Case analysis Review of existing case | Contextual learning | Critical thinking, empathy,
studies, creation of own destigmatization
case studies
Active learning Brainstorming, role- Experiential Generating alternatives,
methods playing learning (Kolb) communication practice in a safe
environment
Self-Regulation | Digital Detox, Diary The Self- Metacognitive Awareness, Self-
Training Keeping Regulation Model Control
(Zimmerman)
Project The “Digital Diet” Constructivism, Knowledge Application in Real-
Assignments Information Product Project-Based World Situations, Sustainable
Learning Behavioral Change

By participating in problem-oriented, visual, dialogic, and analytically oriented lectures,
students develop the cognitive foundations necessary to understand the mechanisms of addiction.
analysis thanks to gamifications, trainings self regulation and project-based assignments, they acquire
the practical skills and attitudes necessary to translate knowledge into action.
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A theoretical analysis was conducted, which led to the development of the IPM-CCDP
(Integrated Pedagogical Model for Cyber-Communicative Dependence Prevention) and which is
introduced in Table 3.

Table 3 - Structure of the IPM-CCDP Integrated Pedagogical Model

INTEGRATED PEDAGOGICAL MODEL FOR CYBER-COMMUNICATIVE DEPENDENCE

PREVENTION (IPM-CCDP)

1.TARGET BLOCK Goal: Prevention of cyber-communicative dependence among students
through the development of the digital literacy, self-regulation, critical
thinking, and the responsible digital behaviour
2.THEORETICAL- Theoretical Foundation
METHODOLOGIC Constructivism Social learning Self-determination Component model
AL BLOCK (Piaget, Vygotsky) | theory (Bandura) | theory (Deci and Ryan) of addiction
(Griffiths)
3.CONTENT- Component Pedagogical Tools and Objective Expected Result
PROCESSUAL Activities
BLOCK COGNITIVE | Problem-based lectures to develop an Understanding of the
COMPONENT | Visualized lectures understanding mechanism, causes and
Dialogic lectures Lectures | of the addiction | consequences of cyber-
with a guest experts dynamics communicative
dependence
BEHAVIORAL | Analyses and development | to develop Formation of healthy
COMPONENT | of case studies Role- healthy digital- | digital  habits,  self-
playing behavior skills | regulation  and  the
Self-regulation trainings responsible digital
Project-based assignments behaviour
REFLEXIVE | Self-assessment journals to develop Development of self-
COMPONENT | Group Discussions metacognitive awareness and critical
Reflective Essays awareness reflection on personal
digital practices
PROJECT Development of to apply Practical application of
COMPONENT | informational resources knowledge ina | knowledge in real-life
“Digital Diet” Project real-world situations and  peer
Development of context education
Preventive Campaigns
4.DIAGNOSTIC Criteria Indicators Assessment Levels
BLOCK Methods
Cognitive Knowledge about digital | Questionnaires, tests, | Low
Behavioral dependence; self- | observation, self- | Medium
Reflexive regulation skills; digital | assessment  scales, | High
Project behavior patterns; level | analyses pf reflective
of reflection; ability to | journals, evaluation
apply knowledge in | of projects
practice
S.RESULT BLOCK Formation of cyber-resilient students, characterized by:
Critical | Healthy Self- Responsible Reduced risk of cyber-
Digital | communication | regulation technology use communicative
Literacy | practices skills dependence
6.PRINCIPLES OF Avoid Demonizing Desirability Protection of Interdisciplinarit
MODEL Technology (Kuss & privacy and personal | y.
IMPLEMENTATION (Livingstone & Griffiths, 2011). | safety (Buckingham,
Helsper, 2010). 2007).
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Project-based learning is based upon the principles of constructivism and active learning and
involves students completing complex, practice-oriented tasks over an extended period of time.
Project-based learning may include the development of a cybercommunication addiction prevention
campaign at the university, the creation of informational materials, or the development of a personal
“digital diet” plan [25].

Key Principles for Implementing the Model:

Principle 1. Keep a Neutral Perspective on Technology. Effectively preventing problems should
not rely on making technology seem harmful or making people feel anxious. In fact, they should be
helped to view technology like a tool that's only as valuable as the way it's utilized [11]

Principle 2. Desirability. Preventive measures should offer attractive alternatives to prohibitions
and restrictions [10].

Principle 3. Protection of privacy and personal safety. Personal digital habits should be
discussed respectfully and in a safe and secure environment [12].

Principle 4. Interdisciplinarity. Addiction prevention in cyber communication requires an
interdisciplinary approach, bringing together psychology, sociology, education, computer science,
and ethics. Table 4 illustrates the components of the Integrated Pedagogical Model for the Prevention
of Cyber-Communication Addiction.

Table 4 — Components of the IPM-CCDP (Integrated Pedagogical Model for Cyber-
Communicative Dependence Prevention)

Component Methods Theoretical Framework Expected Results
Cognitive Problem-based, visual, Constructivism (Piaget, Understanding the
interactive lectures; guest | Vygotsky); mechanisms of addiction
lectures by experts social learning theory
(Bandura)
Behavioral Case studies, role-playing | Experiential learning Skills for healthy digital
exercises, self-regulation (Kolb); behavior
training self-regulation model
(Zimmerman)
Reflective Self-assessment journals, Self-determination theory | Metacognitive awareness
group discussions (Deci & Ryan)
Project-based | Information products, Constructivism; Active learning
“Digital Diet” project-based learning
(Thomas)

Based on the theoretical analysis conducted, the following findings can be summarized.

1. Despite the fact that the traditional lecture format is an effective tool, its applicability for
behavioral change remains limited. Preventing cyber-addiction requires lecturers to adopt problem-
oriented, visual, interactive, and knowledge-integrated teaching methods.

2. Active learning methods (case studies, group role-playing, self-regulation training, and
project assignments) serve as a necessary addition to lecture-based methods, given their ability to
facilitate the transformation of theoretical knowledge to practical skills and behavioral patterns.

3. The IPM-CCDP model integrates cognitive, behavioral, reflective, and project-based
components, generating a systemic effect rather than the sum of separate activities. One of the key
aspects of the model is the connection between the different parts: the cognitive part sets the
theoretical foundation, the behavioral part lets you practice skills, the reflective part keeps you aware,
and the project-based part shows you how to apply these changes in real life.

Scope of the study and suggestions for future research

These findings have several issues. To start with, this study is a theoretical and methodological
analysis and does not include empirical data on the effectiveness of the proposed model. Furthermore,
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the literature review relied primarily on English- and Russian-language sources, which may restrict
consideration of the specific characteristics of other educational systems. Finally, the study did not
conduct a comparative analysis of the effectiveness of various lecture formats (in-person, online,
hybrid) due to a lack of empirical data.

Future research topics include:

1. Empirical testing of the effectiveness of the IPM-CCDP in a quasi-experimental design (pre-
post) with a control group.

2. Development and validity of criteria for assessing students’ digital literacy.

3. The adaptation of the model to various educational contexts (high schools, colleges, and
continuing education programs).

4. A comparative analysis of the effectiveness of in-person, online, and hybrid formats for
implementing the model.

5. The implementation of a training program

Comparative Analysis of the IPM-CCDP Model with Existing Approaches is shown in Table 5.

Table 5 — Comparative Analysis of the IPM-CCDP Model with Existing Approaches

Approach Limitations Advantages of IPM-CCDP

Informational lectures about the | Build knowledge but not skills Knowledge and practice

threats of internet addiction integration

Self-regulation training Develop skills but without a Theoretical basis for behavioral
theoretical foundation change

Specific methods (case studies, | Used in isolation Comprehensive connection

role-playing) between components

Western prevention models Not taking the post-Soviet Integration into the Kazakhstani
context into account educational environment

Conclusion

An analysis of the theoretical literature resulted in the following findings.

Although traditional lectures are an efficacious means of disseminating information, there are
limitations to their applicability in terms of changing behavior. Preventing cyber-communication
addiction requires that lecture methods be transformed toward problem-oriented approaches,
visualization, interactive engagement, and expert knowledge integration.

Practically oriented methods as case studies, role-playing, self-regulation training, and project-
based assignments are a necessary complement to lecture-based methods, since they facilitate the
transformation of theoretical knowledge into practical skills and behavioral strategies.

The theoretical foundation of the comprehensive prevention model consists of constructivist
learning theory, social learning theory, self-determination theory, and the component model of
addiction. Combining these theoretical approaches allows for the development of prevention
measures that not only inform but also motivate and not only prevent but also help form alternative
behaviors.

The next finding is that one of the key outcomes of implementing the integrated model is the
transformation of the student’s role: from being a passive recipient of information, the student
becomes an active participant responsible for their own cyber safety.

The theoretical and methodological framework introduced throughout this paper presents
opportunities for further empirical research aimed at testing the efficacy of specific methods,
developing criteria for assessing digital resilience, and adapting the proposed approaches to various
educational contexts.
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Ku0epkoMMYHHKATHBTIK TOYENILTIKTIH aJAbIH aJ1y KOHTEKCiH/Ie 19picKe Heri3ie/ireH OKbITY
dicTepiHiH TeOPHUAIBIK Heri3Aepi :KoHe CHIHM TAJAAYbI

Anjparna. byn Makamaza SKOFapbl OKYy OpBIHAAPBIHBIH CTYICHTTEpiHAE KHOEPKOMMYHHUKAIUSIIBIK
TOYCJIUTIKTIH allAbIH anyFa OaFbITTANFaH JASPICTIK JKOHE MPAKTHKAJBIK OKBITY OICTEMECIH o3ipieyre
apHaJFaH TCOPHSUIBIK 3ePTTEY HOTIDKENIEpl cUmarTanrad. bi3fiH 3epTTey oicCHaMaMbI3IbIH HETi3iHe Herisri
MeIarOTMKAaIbIK TEOPHSUIApAbl JKYHeNi Taljay yoHe IOy (MBICANIbl, KOHCTPYKTHBU3M, JIEYMETTIK OKBITY
TEOPUSCHI KOHE ©31H-031 aHBIKTAy TEOPHUSCHI), IIU(PIIBIK TOYSIAUIIK OOUBIHIIIA 3aMaHayH 3€PTTEYyJIepPre ChIHU
moiy (2010-2025 xx.), coHIaii-aK MHTErpalusIaHFaH TEOPUSUTBIK MOJETIBII 93ipiey Kipi. MiHe3-KYJIbIKThI
@3TrepTyIeri ASCTYpIl MopicTepAiH THIMAUITIH OaFanay >KYpPri3uidi; IopicTepiH KOMaiibl dopMmaTTapsl
TaHAANABl KOHE peTKe KenTipinmi (mpoOieMaiblk-OaraapiaHfaH, BU3yalH3allMsIaHFaH, TUAIOTTHIK JKOHE
capanibUIapAblH KaThICYbIMEH); KaXETTi MPaKTHKAJBIK SAICTEp aHBIKTAIAbI (HAKTHI JKaFJaiaapabpl Tanjay,
peidiKk OHBIHIAp, ©3iH-631 pEeTTeyre YHUPEeTy MOHE JKOOAJBIK TarchlpMaiap); OChl IIOJAY HETi3iHIe
KHOSPKOMMYHUKAIVSUTBIK TOYENIUTIKTIH albIH alyAblH WHTEeTpalWsIIaHFaH Ienarorukansik momem (IPM-
ccdp), OHBIH iLTiH]IE KOTHUTUBTI, MiHE3-KYJIBIK, peQIICKCHSUTBIK JKOHE IU3aiiH KOMIIOHEHTTEpi 93ipieni. binim
Oepynin mudpablk TpaHchopManusAchl HICHOEpiHIe KUOEPKOMMYHUKAIMSIIBIK TOYEIALTIK MpoOieMachl
OKBITY/IBIH JISCTYPJi (opMaTTapblH WHTEPAKTHUBTI, TOXKipuOere OarmapiiaHfaH oNIiCTEpPMEH YVIIIeCTipeTiH
KEeIIIeH Ti ITeIar OTMKAJIBIK TOCUIAl KOJIaHyAbl Tanarm eTei. by 3eprrey KubepkoMMyHUKAIUSAFA TOYEIIUTIKTIH
THIMJII aJJIbIH QJIy VIIiH OKYUIBIHBIH POJiH MAcCHBTI aKmapar ajlyliblIaH e3iHiH IHQPIBIK dI-ayKaThlHA
KayanTsl OeJICeH Il KaThICYLIbIFa alHAIIBIPY KAXKET EKEeHIH KopceTeai. 3epTTeyIiH KaHabIFbl — KIIACCUKAIBIK
MeJaroruKajIblK Teopusuiapabl rpudPuTcTiH Toyenminik MopeniMeH OipiKTipy apKbUTbI IeAaroTHKaIBIK
9/IiCTEep MEH OJIap/IbIH TCOPHUSIJIBIK HETI3/ICPIH JOUEKTI HHTETpalusay.

KiaT ce3nep: knbepKOMMYHUKAIMSIIBIK TOYCIJIUTIK, JIJIBIH ay, OKBITY dficTepi, Jopic hopMarTapsl,
U PIBIK TUTHEHA, ©31H-031 peTTey, KEIIEH 1 MeJJarorukaiblK MOICIh.

TeopeTuyeckue 0OCHOBbI U KPUTHYECKUI aHAJIN3 METOAOB JIEKIMOHHOTO (popMaTa 00yyeHHs B
KOHTEKCTe NPOPUIAKTHKA KHOePKOMMYHUKATUBHOI 3aBUCHMOCTH

AnHoTanusi. B naHHO# cTatbe mpeAcTaBiCHBI Pe3yNIbTAThl TEOPETUUECKOTO HUCCIEAOBAHMS, LIEIbIO
KOTOPOTO SIBIISTIACh pa3pabOoTKa METOAWKH JIEKIIMOHHOTO M MPaKTUYECKOro OOyYeHWs, HAIpaBJICHHON Ha
MPO(QUIAKTUKY KHOEPKOMMYHHUKAIMOHHOW 3aBHCHMOCTH Y CTYJICHTOB BBICIIMX Y4eOHBIX 3aBeicHHU. B
METOJIOJIOTUYECKYI0 OCHOBY HWCCJIEOBAaHHS COCTABMJIM CHCTEMaTHYEeCKHH aHalu3 W 0030p OCHOBHBIX
MEJarorn4ecKux TeopHuid (TaKMX KaK KOHCTPYKTHBH3M, TEOPHUS COIMAJIBHOTO OOY4YeHUS € TEOpHs
CaMOOTIPEICIICHNS ), KPUTHYECKUIA aHAIN3 COBPEMEHHBIX HCCIIe0oBaHM 1Mo 1udpoBoit 3asucumoctu (2010—
2025 r1r.), a Takke pa3paboTKa WHTETPHUPOBAHHON TeopeTwdyeckoi wmojenu. IlpoBemeHa oreHka
3((HEeKTUBHOCTH TPATUIIMOHHBIX JIEKIIMOHHBIX METOJIOB B HM3MEHEHHM IIOBEJIEHYECKHX YCTAaHOBOK;
OmpeieNieHbl W CcHCTeMaTH3UpOBaHbl A(dekTuBHBIE (opMaThl JIeKIUH (MPOOJIEMHO-OPUECHTHPOBAHHEIE,
BH3YaIM3UPOBAHHBIE, AMAJIOTHYECKHE W JIEKIHH C YYacTHEM OKCIIEPTOB); BBIABIECHBI HEOOXOIWMBIE
MIPAKTHYECKNE METOAbI (aHAW3 KOHKPETHBIX CHUTYalud, POJIEBbIE€ WIPHI, TPEHHPOBKA CAMOPETYJISAINH U
MIPOSKTHHIC 3aJlaHus); HA OCHOBE JIAHHOTO 0030pa pa3paboTaHa MHTETPUPOBAaHHAS IEIarorHyecKasl MOJIEIb
NpO(QUIAKTUKH KHOepKOMMYyHHKaIMOHHONW 3aBucumoctd (IPM-CCDP), Bkirouaromiasi KOTHUTHBHBIMH,
MMOBEICHYCCKHUM, pedIeKCUBHBI M MPOCKTHBIM KOMIIOHEHTH. B pamkax nudpoBoii TpaHchopmamuu
oOpa3oBaHus TMpoOJieMa KHOCPKOMMYHUKAIIMOHHON 3aBUCUMOCTH TpPeOyeT NPUMEHEHHS KOMILIEKCHOTO
MEJarornieckoro IMoAX0/a, COYCTAIONIET0 TPaTUIMOHHBIE (QOpMAaThl OOYYEHHUS C WHTEPAKTUBHBIMH,
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MPAaKTUKO-OPUEHTUPOBAHHBIMU METOAaMHU. Pe3ynbTaThl HCCIeIOBaHMSI TIOKA3BIBAIOT, YTO Ui () (HEKTUBHON
MPOQUIAKTUKA  KUOCPKOMMYHUKAIMOHHOW  3aBUCHMOCTH  HEOOXOJMMO  TpaHCHOPMHUPOBATH  POJIb
oOyyJaromerocss OT TMacCUBHOTO MOJydYaresss WHGOPMAIMH K aKTHUBHOMY YYAaCTHHKY 00pa30BaTEIHHOTO
nporiecca. HoBu3Ha riccie1oBaHsI 3aKITF0YACTCS B MTOCIIEIOBATEIEHOW HHTETPAIHH MTEarOrHYeCKUX METOJIOB
U UX TEOPETHUYSCKUX OCHOB MOCPEICTBOM OOBCINHEHUS KJIACCHUYSCKUX MEIAarOrMYeCKUX TEOPU ¢ MOJACIIBIO
3apucumoctu [ puddurca.

KioueBbie ciioBa: KHOCPKOMMYHHKATUBHAS 3aBUCHMOCTh, NPOQUIAKTHKA, METOJbl OOyYCHUS,
(hopMaThI JIEKIHiA, TUPPOBas TUTHECHA, CAMOPETYJISAIMS, KOMIUICKCHAS MEaroruiecKkas MOJIeib.
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